Ha ocnoBy wiana 11. 3akoHa o enekrpoHckoM notnucy (,,Cinyx6enu riacauk PC”,
opoj 135/04)
MUHHUCTap 3a TEIEKOMYHHKAIMje U HTHPOPMATHUKO APYIITBO TOHOCU

IHPABUJIHUK
O TEXHUYKO-TEXHOJIOINIKUM NNOCTYIIIUMA 3A
OOPMHUPAIBE KBAJIMOUKOBAHOI' EJIEKTPOHCKOTI ITOTIIMCA
N KPUTEPUJYMUMA KOJE TPEBA JIA HCITYHE CPEJICTBA 3A
OOPMHUPAIBE KBAJIMOUKOBAHOI' EJIEKTPOHCKOTI ITOTIIUCA

Yoau 1.

OBKM IPAaBUIIHUKOM MPOMHCY]Y C€ TEXHUYKO-TEXHOJIOUIKU MOCTYIHU 32 popMUpame
KBATM(UKOBAHOT €JICKTPOHCKOT MOTIHCA U KPUTEPUJYMH KOje Tpeba Ja UCIyHEe CPE/ICTBa 3a
¢dbopMupame KBaIU(UKOBAHOT €JIEKTPOHCKOT MOTIIUCA.

Yiau 2.

TeXHUYKO-TEeXHOJIOIKHN TMOCTYNIM 3a (opMHUpame KBaIW(DUKOBAHOT EJIEKTPOHCKOT
MOTIHMCA, KA0 ¥ KPUTEPHUJyMH KOje Tpeba Ja UCIyhaBajy Cpe/ICTBa 32 (OPMHUPAKE U TPOBEPY
KBJIM(UKOBAHOT €JNEeKTPOHCKOI MOTHHCa Mopajy OuTu y cKiagy ca ojrosapajyhum
MelhyHapoJHUM CTaHJapauMa U npenopykama, OJHOCHO JAPYruM CTaHAapAuMa, JOKyMEHTHMa
U Ipernopykama, Koje ce ojJHoce Ha (popMupame U NMpoBepy KBATU(PUKOBAHOT €IEKTPOHCKOT
MOTIKCA, yTBPHEHUM OBUM IPABUIIHUKOM.

Yian 3.

KBanndukoBaHu eNeKTPOHCKM NOTIHKC, MOpE] YciIoBa M3 wiaHa 7. 3aKkoHa O
EJIEKTPOHCKOM TOTHHUCY (y ajbeM TEKCTY: 3aKOH), MOpa Ja 3al0BOJbU M cienehe Ommke
yCIIOBE, U TO:

1) na je ¢gopMupaH HmpUMEHOM cpelacTBa 3a (QopMHpame KBaJU(PUKOBAHOT

enexkTpoHckor nortnuca (SSCD);

2) nma ce mpoBepaBa Ha OCHOBY KBaJTU(PUKOBAHOT €IEKTPOHCKOT cepTH(HUKATa

NOTHUMCHUKA — KOJU j€ BalUJAH y TPEHYTKY (popMupama KBAIHU(PUKOBAHOT
€JIEKTPOHCKOT MOTITHCA.

Yau 4.

KBanudpukoBanu e€NEeKTPOHCKM TOTOUC QopMUpa Cc€ TPUMEHOM JEJHOT O]
CTaH/Iap/IM30BaHUX aCUMETPUYHUX KPUNTOrpadcKUX ajiropurama, U To:

1) RSA (Rivest Shamir Adleman) npumenom crannapna PKCS#1 y3 munumanny
nyxuny RSA moaymnyca n on1024 6ura;

2) DSA (Digital Signature Algorithm) ca MUHUMaTHUM Ay’)XMHaMa apameTrapa p u ¢
o1 1024 u 160 Outa, peCIeKTUBHO;

3) ECDSA (Elliptic Curve Digital Signature Algorithm) ca MuHuManHUM AyXHMHaMa
napamerapa p u g ox 192 u 160 bita, peciekTUBHO.



Yian 5.

[Ipu dopmupamwy kBaM(UKOBAHOT €IEKTPOHCKOI MOTHHCA NpHUMEBY]y ce u hash
¢byHKIMje 3a 100HMjambe OTUCaKa Nopyke GpUKCHe BennyuHe (Hajmame 160 oura).

Hash ¢ynkiuje u3 craBa 1. oBor ujiaHa peanu3yjy ce€ IPUMEHOM CTaHAapAW30BaHUX
hash anropurama, u to:

1) SHA-1 (Secure Hash Algorithm) — hash Bpennoct Benuuune 160 Oura;

2) RIPEMD-160 — hash Bpeanoct Bennuune 160 6ura;

3) SHA-224, SHA-256, SHA-384 u SHA-512.

Yau 6.

Ckyn craHmapAHUX ajnropurama u3 wi. 4. U 5. OBOI' NpaBUIHHKA KOMOWHOBaHU ca
3axTeBHMa y Be3u n30opa mapamerapa, Kao M JUCTa CTaHAapAHUX KOMOWHAIH]jA TIPUMEHECHUX
anroputama y (GopMHu aJIrOPUTAMCKUX Be3a (,,signature suites”), Mopajy OMTH y CKIaay ca
nokymentom ETSI ESI SR 002 176 ,,Algorithms and Parameters for Secure Electronic
Signatures”.

Yiam 7.

CpenctBo 3a ¢opMupame KBaTU(DUKOBAHOT EIEKTPOHCKOT TOTIHCAa MOpa HUMAaTH
CBOJCTBa Ko0ja omoryhaBajy HakHAJgHy Yrpaalkby HOBHUX ajropuTaMa y CKJIaAy ca JaJbuM
pa3BojeM KpUnTorpadCckux TEXHUKA U CTaHAAp/A.

Yiax 8.

[ToTrmcana eneKTpOHCKAa NOKYMEHTa KBAJHU(PHUKOBAHUM EJIEKTPOHCKUM TOTIHCOM
pasMemyjy ce y popMaTy JOKyMeHaTa y Kojuma cy yrpal)eHu OCHOBHHM IOJAlU O MOCTYIIKY,
QITOPUTMY U KBaJTU(UKOBAHOM €JIEKTPOHCKOM CepTU(UKATYy TMOTIHUCHUKA, Kako Ou
npUMaialn eJeKTPOHCKOT JOKYMEHTa MOTao IIPOBEPHUTH KBAIM(UKOBAHU €IEKTPOHCKH
MOTHHUC Ha 0a3u ycarjalieHe TEXHOJIOTH]e U TTOCTYIIaKa.

Yag 9.

dopmaT  €NEeKTPOHCKOT  JOKYMEHTa KOjU je TOTNHCAaH KBaJIU(PUKOBAHUM
EJICKTPOHCKMM TOTIHCOM Mopa OuThu yckiahen ca HekuMm on Aokymenata: PKCS#7
npenopyka, RFC 3852 | Cryptographic Message Syntax (CMS)”, ETSI ESI TS 101 733
,»CMS Advanced Electronic Signatures (CAdES)”, RFC 3275 XMLDSIG wm ETSI ESI TS
101 903 ,, XML Advanced Electronic Signatures (XAdES)”.

Yau 10.

KBanudukoBanu enekTpoHCKH cepTudukar mopa OMTH yckialhleH ca mpernopykom
ITU-T X.509 u noxymentuma ETSI ESI TS 101 862 ,,Qualified Certificate Profile”, RFC
3739 ,Internet X.509 Public Key Infrastructure: Qualified Certificates Profile”, RFC 3280
LHnternet X.509 Public Key Infrastructure Certificate Revocation List (CRL) Profile” u ETSI
TS 102 280 ,,X.509 V.3 Certificate Profile for Certificates Issued to Natural Persons™.

[Toctymu 3a hopMupame KBaIM(YUKOBAHOT €JIEKTPOHCKOT MOTIHCA Tpeba aa Oyay y
ckiany ca nokymenrom ETSI ESI TR 102 272 ,,ASN.1 format for signature policies” wiu ca
noxkymenTom ETSI ESI TR 102 038 ,,XML format for signature policies”.



Yiau 11

[Toswe ,,subject” kBaTM(PUKOBAHOT €JIEKTPOHCKOT cepTHU(HUKAaTa MOpa J1a UMa aTpuoyT
,,commonName”.

VY arpulyr ,,commonName” Tpeba /a je ynucaHo MyHO M€ U MPEe3uMe MOTIHCHUKA,
JEIMHCTBEHH UIEHTU(UKATOP NOTIHCHUKA YHYTap cepTU(PHUKAUOHOT Tena U onuroHo JMBI'.
[lomauu ce ymucyjy cnenehum penom: ume, pa3Mak, Ipe3uMe, pa3Mak, jeIUHCTBEHU
UICHTUPUKATOP YHYTap CepTHUPUKALMOHOr Tejla U Ha Kpajy, oniuoHo, nprtuna u JMBI'. 3a
aTpubyt ,,commonName* Tpeba kopuctut UTF8String xoaupame, Tako Aa cBa clioBa U3
MMEHa U Npe3uMeHa Oyay BEpHO MPEeTCTaBJbeHa O/IroBapajyhum KapakTepuma.

CepTuduxanmoHo TelO je AYKHO J1a KOPUCHHUKY JaCHO CTaBH N0 3Hama Ja Ju he
ceprudukar cagpxxkaru JMBI'.

CepTudukaTi KOju c€ KOPHUCTE y OIIITEHY OpraHa, OMNIUTEHhY OpraHa U CTpaHaka,
JOCTaBJbalby M U3PaJAU OJUIyKE OpraHa y €JIeKTPOHCKOM OOJIMKY Yy YIPaBHOM, CYJACKOM H
JpYyroM MOCTYIKY Ipeja JIp>KaBHUM opraHom, Tpeba na caapxke JMBI'. Ceptudukare xoju
caapxe JMBI" unu nuaan 6poj cepTudUKaIMOHO TEIO HE CME YIYMHUTH JaBHO JOCTYITHUM.

Yau 12.

[Toctymak mpoBepe KBaTHU(PHKOBAHOT EIEKTPOHCKOT TOTIHHCAa 00yXBaTa M IOCTYIIaK
poBepe KBATM(PUKOBAHOT EIIEKTPOHCKOT CepTH(HKATa MOTIHCHUKA, KOJU CE CACTOJ! OI:

1) mpoBepe poka BaXXHOCTH JaToOr cepTudukara;

2) mpoBepe mojaaraka O CepTU(UKALUOHOM Tely Koje je M3JaJl0 KBaJU(UKOBaHU

EJIEKTPOHCKHU CePTHU(HKAT MOTIUCHHKA,

3) mpoBepe na M ce I1aTh cepTUUKAT HaJla3u Ha JIMCTH OTIO3BAaHUX CepTH(UKATA.

Moryhe je u3BpLINTH U J0JaTHE IPOBEPE Y OJJHOCY Ha CTaB 1. OBOT wWiaHa YKOJHUKO je
1o nedunucano y IlpaBunuma HaIeKHOT cepTU(UKAIIMOHOT Tejda KOje je H3JalIo
KBaJIN(DUKOBAHU €JIEKTPOHCKU CEPTHPUKAT.

Ynaun 13.

dopmupame 1 IpoBepa KBATU(HUKOBAHOT €JIEKTPOHCKOT TOTIIHCA C€ BPIIH IPUMEHOM:

1) cpencrtBa 3a popmMupame KBamu(GUKOBaHOT eleKTpoHCKOT notnuca (SSCD);

2) 0Oe30emne ammkaiyje 3a GOpPMHUpPaAmHE U MPOBEPY KBATU(PHUKOBAHOT €IIEKTPOHCKOT
notruca (SSCA u SSVA, pecrieKTuBHO);

3) TEXHMUYKHX KOMIIOHEHaTa cepTU(UKALNOHUX TENa;

4) xBamu(pUKOBAHOT €JIEKTPOHCKOT CepTU(UKATA.

Ynau 14.

CpenctBa 3a hopmupame KBaTU(OUKOBAHOT €JIEKTPOHCKOT MOTIHCA, TIOPE]T YCIOBa U3
yiana 8. 3aKoHa, MOpajy J1a uciyHe cienehe kpurepujyme, u To:
1) na ce momauu 3a Qopmupame KBaITM(PUKOBAHOT EJIEKTPOHCKOr MOTIHCA
TCHEPHIY y CAMOM CPEICTBY 3a (POpMUpPAKE KBATU(PHUKOBAHOT EIEKTPOHCKOT
MOTIKCA U Ja Fa HUKAJl HE HAIYyIITajy;



2) na ce KBaIM(PUKOBAHU €JIEKTPOHCKUA MOTHHC (PopmMHUpa y caMOM CPEACTBY 3a
(dbopMupame KBaIu(UKOBAHOT €JIEKTPOHCKOT OTIINCA;

3) na ce o006e30eau kopumiheme cpencTtsa 3a (QopMupame KBaTH(UKOBAHOT
€JIEKTPOHCKOI TMOTHHCA HMCKJbYYMBO OJI CTPAHE IMOTHHCHHUKA Y3 MPETXOTHO
peayin30BaHy NMOy3AaHy NpoLEeaAypY ayTeHTUKaLU]e;

4) na cpencTBo Mopa OUTH TaKBO Jia je NOTIHCHUK Y MOTYNHOCTH Jja ra KOPUCTU
y Pa3IMYUTUM aIlIMKalMjaMa U HHQOPMATUUKO-TEXHOJIOKUM OKpYXKEemhHUMa.

Yau 15.

be3benna ammkanuja 3a uzpaay KBaivdukoBaHor enekTpoHckor nornuca (SSCA —
Secure Signature Creation Application) ce kopucTu 3ajeHo 1 HeoBojuBo o1 SSCD.

SSCA y cebu moxxe na caapku U 0e30eHy atuIMKalujy 3a IpoBepy KBAIU(PUKOBAHOT
enekTpoHckor normuca (SSVA — Secure Signature Verification Application) u Banumammjy
KBaJTM(UKOBAHOT EIEKTPOHCKOT cepTHU(HUKATa OTIIMCHUKA, Ka0 U TIPUKa3 pe3yaTara.

Ynau 16.

TexHruKe KOMIIOHEHTE M3 AEJAaTHOCTH CEePTU(UKAIMOHUX Tella jecy COMTBEPCKH U
XapABEPCKH MTPOU3BOIU KOJU:

1) xpeupajy mojatke 3a (opmupame KBaIM(UKOBAHOT EJIEKTPOHCKOr MOTHHCA U
MpeHoce uX y oarosapajyhu xapaBepcku ypehaj ca kapakTepuCTUKama Koje Cy Y
CKJIaJly ca OBHM MPAaBUJIHWKOM, WIH WX TEHEPUINYy IUPEKTHO Ha JaTOM
XapJBepcKoM ypehajy;

2) 4YMHE PACIOJIOKMBUM KBaM(UKOBaHE cepTHU(UKAaTe KOpPUCHUKA (Y3 carjlacHOCT
kopucHuka u 6e3 JMBI-a u iuunor 6poja) u craryce ceprudukara, OJTHOCHO JIUCTE
Omo3BaHUX cepTuduKara 3a HAKHATHY BepUHUKAIM]y MW TPOBEPY CTaryca
OTI03BAHOCTH M, aKO j€ MOTPeOHO, 3a MpPEy3UMame OJl CTPAHE 3aMHTEPECOBAHUX
CTpaHa.

Yau 17.

CpenctBo 3a hopmupame KBaIUPUKOBAHOT eleKTpoHcKor notnuca (SSCD) u3 unana
14. oBor IlpaBuiHrKa MOpa OUTH y CKJIaay ca jeqHuM oj cienehux crangapaa:

1) npedepupano CEN Workshop Agreement (CWA) 14169: “Secure Signature-

Creation Device (EAL 4+)”;

2) FIPS 140-2 (Federal Information Processing Standard) HuBoa 2 niau BUILIKX.

Yau 18.

Annukanuja 3a u3paay KBanupuKoBaHOT enekTpoHckor normuca (SSCA) u3 unaHa
15. craB 1. oBor mpaBwiHHMKa Tpeba ma Oyme y cknamy ca ciemehum cranmapmom CEN
Workshop Agreement 14170 ,,Security requirements for signature creation applications”.

Yau 19.

Annukanuja 3a npoBepy KBan(ukoBaHOr enekTpoHckor nornuca (SSVA) u3z unana
15. craB 2. oBor mpaBwiHHMKa Tpeba ma Oyme y cknamgy ca ciemehum cranmapmom CEN
Workshop Agreement 14171 ,,General guidelines for electronic signature verification”.



Yau 20.

TexHnuke KOMIOHEHTE cepTUUKauuOHOr Teina U3 uinaHa 16. osor [IpaBuiHuKa
Mopajy OuTH y cKilany ca cienehum ctangapauMma:
1) 3a renepucame aCUMETPUYHUX KPUNTOrPA(PCKUX KJbydyeBa Yy CepTU(UKALNOHOM
TeIly y CKJIaZy ca HEKHM OJI CTaHJap/a:
(1) CEN Workshop Agreement 14167-3: ,Security Requirements for
Trustworthy Systems Managing Certificates for Electronic Signatures -
Part 3: Cryptographic Modules for CSP Key Generation Services -
Protection Profile (CMCKG-PP)”,
(2) CEN Workshop Agreement (CWA) 14169: ,.Secure Signature-Creation
Device (EAL 4+)”,
(3) FIPS 140-2 (Federal Information Processing Standard) muBoa 3 wuau
BUIIIH;
2) 3areHepucame KBaJIU(UKOBAHUX CepTU(PUKATA Y CKIAy ca HEKUM OJ] CTaHAapAa:
(1) CEN Workshop Agreement 14167-2: ,Security Requirements for
Trustworthy Systems Managing Certificates for Electronic Signatures -
Part 2: Cryptographic Module for CSP Signing Operations - Protection
profile (MCSO-PP)*,
(2) CEN Workshop Agreement 14167-4: ,Security Requirements for
Trustworthy Systems Managing Certificates for Electronic Signatures -
Part 4: Cryptographic Module for CSP Signing Operations - Protection
profile (CMCSO-PP)”,
(3) CEN Workshop Agreement (CWA) 14169: ,.Secure Signature-Creation
Device (EAL 4+)”,
(4) FIPS 140-2 (Federal Information Processing Standard) muBoa 3 wuiu
BUIIIH.

Yau 21.

[Iporpamcka ompemMa © TOCTYNIIM TNPUMEHOM KOJUX C€ BpIIM IpoBepa
KBJIN(UKOBAHOT EJIEKTPOHCKOT MOTHHCAa MOpajy Yy MOTIYHOCTH OHEeMOryhutu noOujame
nojaraka 3a (opMupame KBaIU(PUKOBAHOT €JIEKTPOHCKOT MOTHHca mnomMohy mojaraka 3a
HBETOBY IIPOBEDY.

Yau 22.

[TotmucHUK je AyXaH Ja 3allTHTH TojaTke 3a Gopmupame KBaTU()PUKOBAHOT
€JIEKTPOHCKOT MOTIHCA 0J1 HeoBJIauTheHor IpUCTyna, OTy)MBamka U HEMpaBWIHE yIOTpeOe.

3amtuta U3 craBa 1. OBOT 4jaHa JOJAaTHO oOyxBaTa NpuUMeHY JIo3uHKH win PIN
KOJI0Ba, OMOMETPHJCKUX MOCTYNaKa WK JIPYrUX 3alITUTHUX TEXHHUKA.

Ynau 23.

CrynameM Ha cHary oBor [IpaBminHuka npecraje na Baku [IpaBMIHMK O TEXHHUYKO-
TCXHOJIOIIKKUM IIOCTyIIMMa 3a (bopMI/IpaH)e KBaJ'II/I(l)I/IKOBaHOF CJICKTPOHCKOI' IMOTIHCA U
KpuTepujymMuMa Koje Tpeba Ja wucmyHe cpeictBa 3a (opmupame KBaIU(pUKOBAHOT
enekTpoHckor notnuca (,,Cnyx6enu rimacauk PC”, Op. 48/05, 82/05, 116/05).



Ynau 24.

OBaj mpaBWJIHUK CTyIla Ha CHary oCcMOT JaHa o] JaHa o0jaBJpuBama y ,,Ciiy>)kOeHOM
riacHuky Peny6nuke CpOuje”.

Bbpoj: 110-00-00015/2008-01
V¥ beorpany, 10. mapt 2008. roaune

MUHUCTAP

1p Anekcannpa Cmusbanuh



